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SMARIEK

Remote Server

Remote Server For Smartek Telemetry

SystemDescription:

Remote server software is designed to

e  control

e  observe

e update

e logrecord

telemetry devices in web based user friendly GUI.

Since the software is web based, client users can reach the system
through network without location restriction.

Communication between server and telemetry device is done by
TCP/IP socket.

Multilanguage Support

Server software supports Turkish and English, but more
languages can be added upon request.

Client Properties

At the stage of client creation, super administrator can assign
client user to one of three different authorization level on
telemetry devices:

guiicizatop Observe Record Control Update
Level
Admin v 4 (4 (4
Supervisor v v 4
User v v

Observation and Logging

In normal situation, telemetry devices send I/O status and sensor
measurements to the server in predefined period (user can
change this value, default is 10 minutes). In case I/O status
change, sensor value which cause to change any function defined
in the telemetry, log is sent to server immediately. Card access
transactions are sent immediately as well. Server listens what the
telemetry sent, and record logs to SQL database.

Control

Client user can connect to the telemetry device through the server
and able to:

e  Force change of digital output
e  Read meter in Readout or defined OBIS codes
e  Download logs, settings, functions from telemetry device.
e  Use transparent port
Update

There are two types of updates. One update is about “settings” and
“functions” parameters which define how the telemetry device
work. The other update is firmware of telemetry device.

o hip D« = 5 SUARTEX SMART TELEVET

A
SMARIEK

SMARTEK SMART TELEMETRY SYSTEMS
User Enterance

User Name

Password
English (V] Login

Forget password?

Client user who has “Admin” level may update any of definitions or
firmware on telemetry device.

Periodical Log

On the main screen, user can observe periodical and situational log
records of selected device on the server.

¥ PERIODICAL EVENT LOG

12 2 s s

REFRESH
HUM INCOMING IP GPRSIP VERS. DATE TIME | SECURITIY INPUT 128 INPUTS1 OUTPUTE1 SENS1 SENSZ SENS) SENSY SENSS SENSS PWM & RPM
1 1000250  NO_GFRS 4504 2017-04-10 182347 DISARM 0111 11111111 000000 258°C (253'C NC.  49% NC.  13% 00 (ORPM
2 1000250  NO_GPRS 4804 20170419 151331 DISARM 0111 11111101 000000 298°C 235°C NC.  49% NC. 1% 00 ORPW
3 1000250  NO_GFRS 4504 20170410 180358 DISARM 0111 11111101 | 000000 I8HC (255'C NG 4% NG 1% 00 ORPM
4 1000250  NO_GPRS 4804 20170419 175350 DISARM 0111 250°C (2835'C NC 40% (NG 12% 00 (ORPM
L] 1000250  NO_GPRS 4804 20170410 174404 DISARM 0111 200°C [258'C NG 4% NG 13% 00 (ORPM
L] 1000250  NO_GPRS 4804 20170410 173408 DISARM 0111 W4T 20IC HC  4TH NS 1M 0 ORPM
7 1000250  NO_GPRS 4504 2017-0419 17.2413 DISARM 0111 I8 000000 AT H'C NC 4TH NC. W% 00 ORPM
8 1000250  NO_GPRS 4504 20170419 17.14:17 DISARM 0111 11111101 | 000000 200°C 265°C NC.  48% NC.  12% 00 OFRPW
@ 1000250  NO_GPRS 4504 20170410 17.0421 DISARM 0111 11111111 | 000000 204'C 83C NC. 4% NC.  13% 00 OFRPM
10 1000250  MNO_GFRS 4504 2017.04.10 188425 DISARM 0111 23C (MO'C NMC  48% NC  13% 00 ORPM
11 1000250  NO_GPRS 4504 2017-04-10 184430 DISARM 0111 200°C [258'C NC.  (40% NC.  13% 00 |(ORPM
12 10002%0  NO_GPRS 4504 20170419 103434 DISARM 0111 299°C (255°C NC. 4% NC.  13% 00 OFRPM
13 1000250  NO_GPRS 4504 20170419 102438 DISARM 0111 280°C (255°C NC.  #0% NG 13% 00 ORPM
14 1000250  NO_GFRS 4504 20170410 145518 DISARM 0111 I51%C (246'C NG 4% NG 13% 00 ORPM
15 1000250  NO_GPRS 4-504 2017-04-10 144523 DISARM 0111 250°C |248'C NG (4% (NG 12% 00 |ORPM

I ——

REFRESH

NUM DEWICE ID INCOMING 1P DATE T™E CODE L0G DESCRIPTION

1 SmanexOfs200 100.0.250 7 120708 OUELO SHEN4 HUM 040 Sensord Nem 40%
2 SmanecOf2%0 1000250 120708 QUELO SHSgA HUM 088 Sensord liam 43%
3 | SmanekOfs250 1000.250 120708 OUELO SNSa2 TMP-#23 Sensér2 lsx 23'C
4 SmanecORi250 1000.2560 120708 QUEWO SNS2 TMP.+23 Sarsérd Isr 23'C
5 SmaekCAs250 1000.250 120708 GUELO T1420T2423 T1236T2423
& SmanekOfs250 1000250 120708 QUE_LO T1:423aT2423 1422072423
T | SmanekOs250 1000.250 120022 QUEWO SYSTEM_INT__ Sister Yeriden Baglatis
8 SmanecORs250 1000250 114117 QUE_CRD (0311104 000 022 185 023

0 | SmanekOfs250 1000250 115108 OQUE_CRD (78112014 000 042 181 084

10| SmanekORs250 1000250 115101 QUE_CRD POQgE>014 000012 076 219

1M SmanekOfI%0 1000250 115048 QUE_CRD (0311104 000 022 185 023

7 SmanecOfs250 10002% 15022 QUE_CRD (78112014 000 042 181 004

13| SmanekOMI%0 1000.250 115017  QUE_CRD DPOQO=001 001 182 145 228

16 SmanekOAs250 100.0.250 15011 QUE_CRD (X014 000012 070 210

15 SmanekORaI80 1000.250 114882 OUELO SHERA HUM 800 Sansbed Hem 0%
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SMARIEK

Remote Server

Logs can be observed by type

A

i Home ¥ Roaitime Moy . Send Pass.

L VOEventLog

Card/Pass. Event Log
o WtekOfis250
Sioticm Sy Lo wan O GPRs
Meter Reading Log ——
Site Users Working Time 1250

Device Port  : 12000
Device Location: Turkiye

©

. History | 2 - I management @

Logs can be filtered by log type, date

Card access logs have different filters

O EVENT LOG

DEVICE ID

‘Smanek0fs250

CARD ACCESS EVENT LOG.

Filter

Select. L [ORCRNNN s o 2017 03.27-62
= - L rm——
ronkess [~} = T — [T 1 5 2017 162702

¥ Unknown Card
¥ Access granted by password

1
2 Smanek0fs250
3 ‘Smanek0fs250
4 Smanek0f250
5 ‘Smanek0fs250
[l Smanek0f260
7 ‘Smanek0fs250
8 Smanek0fs250
[ ‘Smanek0fe250
1 Smartek0f250
1 ‘Smartek0f=250
2 Smarek0f250
7 ‘Smanek0fs250
% Smanek0fs250

DATE - TME DESCRIPTION user CARD/ PASSI
2170410 118117 Eraered by card Anmet Dormez 104 000 022 185023
20170410 118108 Eriered by card Turget Yikmaz 014 000 042 141 04
2017-04-18 11:51.01 Unknowe gard Ty Unknown card o1 coo B2 0T 219
20170418 11.50.40 Ahrvet Dormez 104 000 022 185023
Turget Yiknaz 014000 042 141 084
Unknowm gard Ty Unknown card 001 001 182 M5 228
Unkngwe card Try Unknown card 014 000 012078 219

Connection to Telemetry Device

Smartek Telemetry devices support TCP/IP on ethernet and GPRS.
If device can not reach to server through ethernet, it tries to
connet by GPRS. In order to check GPRS functionality, even
ethernet works, GPRS connection is also established. So the
server knows the device in both WAN IP and GPRS IP.

When the user tries to connect to Telemetry device, person can
choose WAN or GPRS IP. If the server can not connect to
Telemetry device through WAN IP, then tries to connect through
GPRS IP automatically.

% Home ¥ Reattime Mag . Send Pass.

Anatolia_26A

A REALTIME DEVICE OBSERVATION

0

History

INCOMING IP

1000250
1000250
10.0.0250
1000250
10.0.0250
1000280
10.0.0250
1000250
10.0.0250
1000250
10.0.0.280
1000280
10.0.0250
1000250

o
¥
%
]
=
-
b4
=
o

Inputs
Outputs
Tem
Hum

Analog Meas.

Voltage

DATE
20170418
20170418
20170418
20170418
20170418
2017-04-19
20170419
2017-04-19
20170419
2017-04-19
20170410
2017-04-18
20170410
2179410

¥ FromDevice «» System

Selected Device

Device ID:

120700
1207.00
120708
120708
120708
120708
120822
11:4852
1:4882
11:4851
11:4881
1:4851
114881

14:46:20

DESCRI

IFTION

SNSh4HUML040 ‘Sensars Nem: 40% o1
SNSg4.HUM:046. ‘Sensdré Nem: 40% o
SNSRTHE Az Sensi21s:2° ol
SNSC2THP23 Sensti2 s 23°C o!
Tre2TZez3 Tra2EbTZAZs ol
Th2ET22 TH23AT2IZ o!
SYSTEM_INT_ ‘Sistem Yeniden Bagati. ol
SNSh4 HUN:000 Sensiiré Ner: 0% Q!
SNSg4 HUNLODD ‘Sensars News 0% Q!
SNSI2.TMP-+00 Sensar2Isi: 0°C Q!
SNSC2.TMP::00 Sensar2 s 0°C Q!
TH:+235T2:400 TH:4236T2:400 Q!
TH23aT2400 T4233T2:400 Q!
SYSTEM_INIT_ ‘Sistem Yeniden Sagiatid. Q!

(8] Management

: SmartekOfis250
Connection Type: : ‘® WAN () GPRS

Device Wan IP :
Device Gprs IP :

Device Port -
Device Location:

10.0.0.250
5.208.36.57

12000
Turkiye

7

WAN

Connected

©

A PERIODICAL EVENT LOG

| A REALTIME EVENT LOG
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SMARII
Remote Server

After successful connection, user can observe realtime device
status.

¥ REALTIME DEVICE OBSERVATION

T T —— e essqg MM
!

LT121/04/20M 1256441

Sensor 1 (Temp.Status

& 230

Sensor 2 (Temp.Status

& |20

Sensor 3 (Hum.Status)

é;‘li‘z

Sensor 4 (Temp, Status)| ard Access:

8 2B cARD KO =

Sensor 5 (Temp.Status

@ 225 e

Server can download log records like I/0, Card Access,
Meter readings from Telemetry device. Transparent port
can also be managed from server.

‘ IMAﬂ: K SMARTEK SMART TELEMETRY REMC DESCRIPTION

REALTIME METER READING

Device name QUE_AMA(resdout)
Serial Num._ 0.0.0 80002548

P FromDevice s System L Management € el Time K] TETFD
 GetlO Event Log Date 002 170521

I Reattime Mg - Send Pass. . History

1 Home

N Get Card Access Log Day of week 005 5
= \ Read Meter Production date 24.1.3 11-02-25
= Calibration date 0325
" Open Transparent Port Change of tariff info ea.22 11-02:25,14:08
mg&glﬁ, 100025 ‘ Top Cover Open Date va.70 18-02-23,10:33
Device Port  + 12000 Last Terminal Cover Open Date 0a.71 1704.01,00:00001)
Device Location: Turkye Highest Power Measurement period 030 15" min
Demand reset count 0.1.0 an
$ C;’)’flll;}gclm ‘ @ Maximum Acfive Power 180 000.020"kKW{17-04-12,17:15)
,\\/ Battery status code 0981 1
Tariff Time Weekday 94.50 00000500170022009920900000222099
Tariff Time Saturday 93.51 000008001 )22000000000000000000
Tariff Time Sunday 08.52 000008001 122000020000000000000
Meter reading is done by server instantly, result will be Taril Sogmant Weskday vas0 31230000
. . .. Tariff Segment Saturday 04.81 31230000
shown after reading is finished. Tariff Segment Sunday Wz 31230000
Cumulative Active Energy 1.8.0 000883.934"kWh
Total Energy T1 181 0005083.081"KWh
Total Energy T2 1.8.2 000241.452"kWh
. . . Total Energy T3 1.83 000149.301"KWh
Transparent port connection settings is done by server. Totsl Enaroy T4 154 900000.000"4¥n
. . . Reactive Inductive Total 580 000111.181"kVarh
After set values and click connect, Telemetry device is Reastve industive T1 sa1 a00380.20¢ 0V
. Reactive Inductive T2 582 000027958 kVarh
connected to the client user through server. T 5 AT

Reactive Inductive T4 554 000000.000"kVarh
Reactive Capacitive Total 830 000134.030°kVarh
Reactive Capacitive T1 8.8.1 000059.732"kVarh
Reactive Capacitive T2 8.8.2 000028.317"kVar
Reactive Capacitive T3 8.83 000045.981 kVarh
Reactive Capacifive T4 534 000000.000*KVarh

Open Transparent Port

Baudrate Data Parity

3 Phase cut off count 070 0
Port 1 v 115200 + 8 v None 1.Phase cut off count 8a7.1 (7]
2.Phase cut off count ea72 00
3.Phase cutoff count 0373 a0

Connect

Voltage warning count 99.77.4 [

Current warning count 96.77.5 00

Blank ' Y57

Smartek Intelligent Building Tech. Rev.1 2017/04/03 Page 4



IMARIERK
Remote Server

From System menu, items listed below can be performed:

A
e Settings Query/Update JMARIEK

i | TELEMETRY |
e  Functions Query/Update JELEMELRL
° Ca rd LlSt Query/Update ﬂ Home HRealtime Mag 1 Send Pass. it History P FromDevice s System (1= Management OHeIp
. i T L‘{,ﬁ Settings Query/Update
L4 Flle Upload/Delete Zone Device List ected e -'; Functions Query/Update
i i i Devices Device ID: .
(Logs, Card List, Settings, Functions) ik il ‘\ Card Add/Delete
e  Firmware Upload & . ks m D Ffle UploadiDelete
e Security status change ‘ Device poy e Upload

Device Lot €9 Security Status - Arm/Disarm/Alarm

2

e Rebooting device
e Change to factory defaults.

Send enterance password

an
) @ Reboot device
7
S ) @)

Change device to factory defaults

Settings Query/Update window is below.

SETUP

DATE/TIME DEVICE Remote Server

2104117 1D Test 1P Addr(Gprs) 212.156.208.160
11:51:36 LanIP IP Addr(Soket) 100086

Gateway PortNum (S
Update Subnet Mask 55.255 25 Transparent Port  [EEEK

Port No Periodical 10
Update T send(min)

DHCP

TIME SERVER SECURITIY

1P Addr 1296.1529 Sim Pin 0000 Door sensor input
num

Port Num 123 APN internetstatix Door ock output
num
Motion sens. input
num

GMT +02 User Name vodafone

Password vodafone
Siren output num

Auto arm delay time
(min)

Web Server Logging DNS SERVER SMTP SERVER

Admin Name smarek Dns Server IP Server Name SIMEp Smartek com ir
Admin Pass smartek Server Port By
User Name 1234

telemetry@smartek comtr

User Pass 1234

File Upload/Delete window is below:

s M).\fgt. ; EK : File Upload/Delete

O

& Home ﬂkunm Mag 2 Send Pass. P FromDevice s System Uu.maoemenl 0 Help CEDHDIE i

&' Settings Query/Update mmﬁ@ﬁ?ﬁ G{:‘ﬁ

Selected Den .
< Functions Query/Update

History

Device 1D:
A% Card Add/Delete

Connectior
o E - N File
Terkife : Device Wa
t Device Gp | Firmware Upload

Device Lot () Security Status - Arm/Disarm/Alarm
J4 Send enterance password Dosya Seg ;?:—-Dm:,-—-','}
@ Reboot device

@ Change device to factory defaults

Smartek Intelligent Building Tech. Rev.1 2017/04/03 Page 5



TELEMETRY

Remote Server

Server also logs user client transactions:

First Data

Last Date

SERVER TRANSACTIONS

19 Apr 2017 09:30:25

19 Apr 2017 16:30:29

DATE - TIME
2017-04-10 13:27:45
2017-04-10 12:28:51
2017-04-18 12:35:56
20170410 12:35: 44
2017-04-10 12:24:08
2017-04-10 12:33:43
2017-04=10 12:33:21
2017-04-10 12:21:58
2017-04-18 12:18:18
2017-04-18 12:16:05
2017-04-10 12:15:50
2017-04-10 12:15:04
2017-04-10 12:14:12
2017-04-10 12:11:05
2017-04-18 12:10:45
2017-04-10 12:10:33
2017-04-10 11:57:56
2017-04-18 11:54:12
2017-04-18 11:53:40
2017-04-10 11:53:00
2017-04=18 11:53:00
20 7-N4-10 11-R3-RR

USER
admin - Admin Admin
admin - Admin Admin
admin - Admin Admin
admin - Admin Admin
admin - Admin Adrin
admin = Admin Admin
admin = Admin Admin
admin - Admin Admin
admin - Admin Admin
admin - Admin Admin
admin - Admin Admin
admin = Admin Admin
admin - Admin Admin
admin - Admin Admin
admin = Admin Admin
admin - Admin Admin
admin - Admin Admin
admin - Admin Admin
admin - Admin Admin
admin - Admin Admin
admin = Admin Admin

admin - Admin Admin

10.0.0.48
10.0.0.48
10.0.0.48
10.0.0.48
10.0,0.48
10.0.0.48
10.0.0.48
10.0.0.48
10.0.0.48
10.0.0.48
10.0.0.48
10.0.0.46
10.0.0.48
10.0.0.48
10.0.0.48
10.0.0.40
10.0.0.48
10.0.0.48
10.0.0.48
10.0.0.48

10.0.0.40
nonLa

Cihaza baplandi. Cihaz Adi: IP: 10.0.0.250

Cihazla baglanti kapatildi. Cihaz Adi: IP: 10.0.0.250
Cihaza bapglandi. Cihaz Adi: IP: 10.0.0.230
Sisteme giris yapti

Cihaza baglandi, Cihaz Adi: IP: 10.0.0.250

Cihaza baglandi. Cihaz Adi: IP: 10.0.0.250

Cihaza baplandi. Cihaz Adi: IP: 10.0.0.250
Arsivden web hareketler incelendi

Cihaza baglandi. Cihaz Adi: IP: 10.0.0.250

Cihazla baglanti kapatildi. Cihaz Adic IP: 10.0.0.250
Arsivden sayac kayitlan incelendi

Arsivden olay kayitlar incelendi

Arsivden olay kayitlan incelendi

Sayac okuma

Cihara baglandi. Cihaz Adi: IP: 10.0.0.250

Cihazla baglanti kapatildi. Cihaz Adi: IP: 10.0.0.250
Arsivden karth gecis kayitlan incelendi

Cihazdan kart listesi indirildi

Cihaza baplandi. Cihaz Adi: IP: 10.0.0.250

Siztame giris yapti

Sistemden cilkti

v

Siinness Kullanicisi hinilan demstinlde 9-admin-smartak?MN2-12 MNARTAA!
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